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[oooi] Mmtek'tDmimX'hZ^yTyy&TitfiMkLItT*-**, Wilt 

[0002] tfa^raycMftt- *k:#v\ mmfti?<omim-vtbz>=>7 L >y* 

W^fAtt, xv^i^xvy*, ff^Hf©flt5, feS^Vx^HJCt 
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[0005] &%wi$, ±.w.(Dmm&^^ Piht^^^mM, - M.^^y&m 
zmttm^^frtLtt-xh. m(D^7-yy)cttu mcjjfex^^ytt 
iEizm^^t^x^^o^-m±^mRu^~mmmm^mm^ 

xm^timTummm^r^tix^^thtzmm^mmttmm^tix^ > 

foot, ffrfEfEW^^S{lfeM^x^/WT-^^»Wt, »WUcMfS 
^j^i-^m^fD^yyt, m^KO^yy<Dm^ mBM4<D^yy°Z£ft 

[0007] ~ x% mu%^<D^yf\z.io\ ^r, mws.Ttm^n^^w-mujt'f^^ 
[0008] rr-e, fjtex^/^-^fi, *lifc<^>ryy/$>ibtllj&£^ Mte^Tcffltf 
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[0009] w^^^-^^MR^^i^fix^mtitz^mitT" 
tmm^tix^^nrcmm^mnttmm^nx^^mmmm^mB^ 

[ooio] xmwix u^^^~^mr^mm\t^fix^^fitc^m\ty £ 
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[0011] B&IE«flffli#©tt, WIE«5cfflff ^W^^huE^tcx^/w-x-^^^ 

o 

[0012] nmfWA^-fi^ Wk<o*>?vyi>*MjSfe*i. muuitmm n 

^^tl-C«$tl-C*3l9, lffi1B«-*3Mfcfc:J8VvC, flWBfc*©ffcb»)fc, fflEttTC 

[0013] mr^^r-^^s^^^W^k^^r^^^tv^^^x'^^x 

m&&7i.%\nmzm^x, ^.^titcmmm^ 
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[0014] $x±Mw\jtftmz&z>b, mw.mm%ikK&z-m<r>tf:m*ft'*x^z>-t>K - 
>ym<Dmmz£mm^&m-tz>^ktfxzz 0 

[0015] £fc:, #38WfcJ:5^ «7cfflfflf «#©«rfc|&fTL-0^as, 
[0016] fcfc, «7cffltim£fi, /^h=-K, ^o^7A, H£ft0'<>fMB#&* 

— n 

[H4]*»W©»©7^1BK:telt5»TRS^|y^h=-K»a07n-H 
[H5]*»W©iaS©^tlBK:*lt5,TRS<k/'<>rh=i-K07 f -^«JS 
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[H8]##W©Hffi©?BlBfc:J8rt<5* i B##ffc;fcfc:£5TRS{|^Vh=--KA»P>© 

[0018] 101 fE&jftft: 

102 3Vf^ff48i 

111 S£ffrlj#i1m 

112 TRSjb/^ha— K 

113 ffii="Vr^7-^ 

114 ^{t^vTyym 

115 «S8Wbf*$R 

121 fjMWbM 

122 ^±fHm 

123 3.— tf&f£gftg|3 

124 TRSft/Vha-KUffSB 

125 

126 zH/^wf-fiQLTctemn 

127 9*3— y 

128 =rs?yym£.i$M 

129 MssfkiffB^aas 

130 x^*$i{fc^§|5 

501 Bt-^tfflTRSflS/Wha-K 

502 Bf-§-{b$tv/c«7cffl/Wh3-K 

70 1 «3 yfyj'r -*ro»¥#rotrs/f^ij 

702 XOR^KfflWS/-^-* 

703 «5c«W«»^a©lfs/I^iJ 
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801 HffW=— K 

802 HfT*=»-K 

803 «5cffl^h=»-K 

901 «-^§15l25T*cD»^)«* 

902 x^-^127-e^SrjA^JiHff 

[0019] EJTF, *MSrHlfi-r5fcie)0*A©^*S:, Bii«*flRUft&se>KE-r5. 

let*?* -9ltmzt$. fcm&tix^z^yryyT—P&tzmi-Zo Sfeic, iris 

[0020] tit, ^y'ryy'r-fvtzm^miz, mu^y^yy ; r-?*^y ; ryym\M 

\YX.X%Wr^>7cryf^ts 0 
[0021] Hitt, #35W©-|l^«fc:«affifl^fk XtJta>^:/yS£§6fr©fltofc£ 

IBftji&ftlOl fcfi, f?£$U#|f $8111, TRS (Tamper Resistant Software) 
{fc'Wh=i-Kll2, ^^^X^x-^llS, Bf-§-fb='>^^«tll4, fctSMfcfflf 
«115^flEft$tl"CV>5 o IBftJSE#10iriWjttfBD (Blu-ray Disc)^iffl^L 
TV ZtHzm&i><DXlZf£\,\ 
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[0022] ^MM<DMMX^ \KD^>7-vy\*,Wk<DMPEG2-TS (Motion Picture 
Expert Group2 -Transport Stream) x— ^^tS^&faTl^wiSrffi^l/C 

titan n?s>5. 

TRsfk/^h=-Ki 1 2 (mmjtm^nn-w) awffi ^t^y^K^r 

[0023] §|nyfy7f-^l 13 ({£^fcx *J*jV'f-9<D—W) f*> fa-^l:J;ot^ 
^^W^T*#5¥^MPEG2-TSx-^(x % y^X-^C0-^J) (C^U a^f^ 

[0024] 4s5bfkft aii5iiov>-aft^-f5, m&wamt. mk<OT'Vxmmm&& 

(fif, 200l¥ Pf-§*tit ^ir^^yx^v-^^A, SCIS2001 5 

A-5,Jan. 200l)T-^&ft/TV^M#j{tii *115©?WlM;tf«rJEEtt1-5# 
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[0025] ^yy L yyW±mW.l02^ 7 f ^tta»I21, ft±ffl®m22, a—^tftf^S 
TRSffc/<>fh=i-K&fr$R124, «#S|J125, ^sTyyf-fQijcim 
8B126, 9*3—^127, =>^y*£j5MBl28, M^kff MSSI5129, 

BDK7-r^r*foi?, -trofittcpu, s7-^*y, HDD*tf&^j*&ti5PC"W>* 

[0026] «I^W-|IWfl8(^5EM^101^^y7 1 ^f?±^gl02 

[0027] 3yx^yW^S*SrS^ftfc5>, «^b1t^^a^l29^n^xy^S^gmi 
02<a&${fctei&*&3l&?T5(S201). «${k*B&3<0f£*WCOVvttt % 

■So 

S202) o 

i mmmms 20 1 ^r«o ^fc*5b l/c#^ > n^flnHim 122^ 

i^>f>7f-^ 1 1 3 <DM$l&ft0 (S203) o 
[0028] «i^fbii^SS20lT^7-VT^«lC^U7 v c*^, 3>fy^S4iti 

02*sMSWk*n-cv ^r<t^ii^iLMa^T^-<s (S208) „ 

[0029] S±»§Ul22(j: > 5£ffilfPfltf *lllfcttoT, {^tta^^yf-^llS^W 
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o {£ff WBf^jHbfcfi, AES (Advanced Encryption Standard) 

5c(S206) , =y7 l ^y<7)7*3-K(S207)i^ff LTUff^il^. ftla^f^f 

[0030] «^lf|5125J;?)ai^$tl5aE7T03^>yf f -^I^L, nyf^f-^jcfe 
a^l26««7cMS?rtf5(S206) 0 ^Tc^Sfi, EftS!E#:i0l±WE»¥4fcT? 

t>L<f*MPEG2-TS? ? — *K*>3, — JtB8c<DMPEG2-TS/-?^5*;o» 

^X^113^WMa(S205), ^^W^>'x>'^T ? 3^-K(S207)^MffL 

ruff $ns 8 ^^^x^^-^^^Tn^aopiWfcov^Tf*, ^xE-r 5 Q 

[0031] ^TC^tlfca^vy^-^fi, T3-yi27^Tx=-K^^X> WttffHf^ 
TVV*f-$ 1 1 (S 205) , »=^T T • W^tc (S 206) itff LT 

[0032] W±T\ 3>^>^XS±*!Ma©RMSril*7f 6. 

m3zm^x^y^yyft£mwio2<Dmmmmmm*mw-rz>c 
iifbiMiit ia2-e<D=i^7 i ^^s^r?i^{-> =^x^s^gio2 

^E«^ioi(c|B^ti^»^ii5(cJ;or^^b$^TV^v^« 
is-rstoa (s 20 1 k:*8 ^ ) t*&5„ 

[0033] &${tfi| 4Hti3ttl29tt, x/W*^#m30a»b&#Lfc^^*^^ 
iitf (S301), fstjxmtt* =^x^S^«l02Sr«r^t-5^i:W-C#5fflf« 
■e*>5, ='>'7 1 ^S^®102fe(C[i^-t?fcSo 
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#ct, mmftiouzt£»ztix^zm%><ttit ans&aw&t? (S302) 0 » 
[0034] ^y^yy&£mmo2tm®lk£tix\,^m&im, ^Urmn±!$,x^^ 

0 T'<s(xmtm®ikffimi5Z^^yjTm<D±f&^\,^Xl*, rNational 
Technical Report ^43^B3^-p. 118~ P . 122J (feTft^SHtt^thg 
WMB± >?-¥j&9m8 1 8 0 ) (Cf¥U \, 

[0035] (TRSflV^fh^-KllfT&g) 

[0036] ©#L/cTRS{b/^^h^-Kll2^TRS{^^h='-K||ff$l5124-C||ff-r5r<!: 
m5cffl/^h^-K^ffl^-r5(S402) 0 ^J^-fh^-K^ ayfVS' 
x-*m^Mm26^T^TT-#5^V^-KT'fc3 0 

2O6£D ; i r #:0iJ^0J-t-5 o 07Tii, ^^ffl^Vh^-K^HfT-rs^tit), » 
^>-X>-^x-^(^L^5ffi^WXOR^^^or^^^^x-^^7C-r2> 

/^^-K^s^oiv-ctfc^-f § D 701 (i, ^^yx^x-^o^BWw 

tymzmLx\,^ 0 /^-*702tt\ ^m^yryyf-^mTc-r^tctbizxo 

R^»t-§7cfe^^-^^tTV^ 0 ^7^*702^ 'fejtm'W^-YftX 
iO,^JF^^xvyx-^O^^W>i701 ( b/^^-^702^XORL7t^m?r¥^: 

[0037] ^(Dmn^mit, {sUh=>-h*ft<Dmfcwhm}<Dmz. s r^^tti^m 
-*(DxoR*m%-rz>^k*mfeLx\,^i)K ^tum^h^x^^o xoR<Dm^ 
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[0038] £7C, TRSfb^^h^-Kl^li, m5<D£oi^ B|r-5§-^fflTRS{fc/^hn-K50l£ 

[0039] Sfefc, ±IE©^-Ctt x E®SK#101tlE®$tL7^TRS^Wh=-Kll2t«[SlJ 
0«7cffl'Wh=-KfcajaLfcj&s, TRSfl^Vh=»-KllfT *QtJlS204K:«M, TRS 

-Kll2OHfTlW=»'-K801*, TRSfl^h3-KII?TtoJiS204fc«W, HfT&= 
-K802(ci B*#tftx.LT«5cffl/Vh3*-K803*W*i-5. «5cffl'Mh 
3-K803^3>^>^xMS^126^||fT^S#^,TRS^Vh3-KllfT 

=^x^^r-^O«5cS206iMfTbTllft^,4o^$ti5^^SLtu5r 

[0040] (im=iyTyy7 s --fiii3<Dmwm) 

m6%m^x,m^^>yy i -?ii3<Dm^fcm(m2<DS205fctt^)iz<>\^ 

Xt&WtZo 

«BflJt#10lJ:!Jtt#-*-*<S601), 
[0041] =>^>^i£fiM|Sl28f4, H2fc*J{t5 % =>X>-yff£3£ff 102tf>M$ 
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^b=^7 l >^«ill4^-§-1-6(S602), 

ftl01<W&t#-f5(S603) o 
[0042] «-WR125tt, =>'7 1 V-y«i^aJ128«t?)3i^>yfiiSrJR#L > «l^Vr>7 

&£*l/Ob«fcV\, ClcD|§-g\ 02t*5V'»-CS2O5iS2O6©«!fS!|SJ : S E A s Atb#*?5 o 
[0043] *HJfe0^1i6T-fi, 02roTRSffc/Mh3-K^ft!!SS2O4^*3V>-C, $ 

X^7 ? -^m^SS206(i,TRS^^h^-KlltTMS204{Cj;o-rW^ 

[0044] *H»Ilt1t B2©*J^=»>^yyott5cS206lCi3V^T, g^^T 

yyf*-*fc*tU XOR4»Oj»J|E*!MlSrfT5i^L-CV^*s, af^yyfcfcriWS 
MPEG2-TS77>T/W)ttii*JIW t i:, S£flWF«raCJC$tf$£arC, ayfyS't 

lite, =yr^^40(DTS7r^a~d-C#|^^ *-WU125Wtt3i*IIW! 

fro, Ufcwt, S206Ttl5cffl/^h3'-K*3)Wrf«^ti:J:l9, W»*&lvO^ 
x^-^127^©^^^]ilJ^902(^oT/^^iX7cTSx-^^TS7 ? -^a^T 
Sx-^b^TSx-^c^TSx-^d<TJM(CAtl#^Tx=i-^127^t±l^r5o 
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o Z(Z)J:9(-> «7c^^h=-KS:fflV>T, 3^xvy£fl|$-f 3MPEG2-TSx- 

[0045] 

Ts? f -*a»^jfc&h/rv^jdB;fci/cv^5. 

yymt* lfflO^fbtf «3rftittUT*3!9, MIES £fMflltiM8^ Rff^OTRS^b 

[0047] lfi|©MPEG2-TSf f — ^©^«C<W>— iB^twOV^-C, -t©— fl|S£&b3fflfcte 
XORjjl#£i£U mtlitmW&g:*, mtA-Uttkm&Z-Z* nyf 

[0048] wara^ w-f sftfif-^fii, MS&fcsn-o ^v^kov 
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[0049] mmtmmmmui2m, mmt^mii5^ ^y^yw^mm^^mt 

[0050] (4)TRS{b^'-rh^-KHffMStt, D-X-^3^^t?fo2>ROTT*tJ;V\ n~ 

09;ltf, ROT2 (X) \t s 32K'yh©f s *-«CSrfe^2lfyMiat5<7h-t'5ri:S:*-f 
o 32fcVh<ax-^X££^2fcV^^v'7h1-5ite, x-*X£ft±&2t?>hXli: 
*T#30lf5*X2fc#tf\ X2£, 7*-*X<&*±{fc30KVMC'X7hU Xl£x~* 

[0051] (5)08^"tTRS^Vh3-KH2tt, fliRtf. ffife<D¥X7 s *-fi&V£$ik£ 

TRSfc/ Vh=» -Kl 1 2#Hfr&*v5^ TRSfc/Mf^ -Kl 1 2 1^"* jxSffEPSF 

»^T»*«HfTl«r=»-K801tC, £/£Lfc¥:£x-*£±##1-5o £$l/C. ±*t 

[0052] (6) mMZ^f-TS^-ptDAixm^tfftfrtlZm^^ ttTcffl/Vha-m, #j 

TSWAP TSx— TSx-^aJ Gft^l) 
rsWAP TSx-^d, TSx-^cJ (#^2) 
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[0053] ±E<Di%^l&Tj^2^||^£;ft,5^ #TSr-^(DS4iffli, ±sl!L7Cct9 

[0054] (l)±!ECD#^g{4 % ^ftlftlcte, W^n^n-feyf-, ROM, RAM, ^-KxV 
->7fAt*?)„ B^^iERAMXttf)lB/^-K7 :? ^^^--5/^^tt, 3^tV-^^ni/ 

^mmu Mmsmm^xWift-tZo 

[0055] {2)±&0&mW*ffif&-f%ffif$,m%(D-^Xte±niZ, lf@<^*xALSI(La 
rge Scale Integration :^M^M^^)^hM^tlX^^kLXh^\ v'XxAL 

sit*, mw<Dm^^im(D^yy°±{zMmLxmm^iitcm^mmLsixm, ^ 

Wmz\Z, -vfjrwfvtyy; ROM, RAMtek'Z^AsXinj&ZtlZ^lst'^-Pis 
XTJ*XhZ> 0 ffilERAMWi, ^M^-^n^7Atf5iEli£;ft/-0^ 0 ifflSW^ 

[0056] £fc, ±E^=§-^^M-r5«^^^o^^{i, Mci^^t^-ob&v > 
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ate, mm®M<o^m-3.Lsumzt><DX'tetj:<, mm^x\mm^±y^ 

•Vn&lXt>&\ LSm&m^ ■7v?7J*'fZ)-ktffimteFPGA(FielA Program 
mable Gate Array) ^LSlftn<D®®±/\s<D&m^nfeZWmf&^W£V^74*r 

[0057] (3) ±tz<D&mmmj&irmi&^o-nxi*±M, &mmim%*imtei 

fillS^v 5 ^-^^, ^^P^nir^, ROM, RAM, ft^ib^^ft^MrV 

[0058] (4) #3§WM:, ±fctas^«fc-C*>$fcl/OfeJ:v \ ^tlL><Djjm*=i>t°x. 

FTte&fB&jSM*:, 0>R(f , />-K^^, CD— RO 

M, MO, DVD, DVD-ROM, DVD-RAM, BD(Blu-ray Disc), ^Mfc* 

fciEftLfc'botu-cbiv^ tit. zhb<Dtmmm^m£tix\,^m 
m^>K°~~?7u?y2.xnffim7i?*Mn^xhz>kLxi>£\,\ 

[0059] *3gBJ!te, m%^v^^-^n^yKx\^m^f"y^Mt^, ftSCiiflr 

%*m&Lxfcm-fzb<DkLxb*.\<\ 

[0060] £fc, WSE^o^AXttfrE^^fS^^ltrffilEfi^flctJllSStT^-r* 
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[ooei] m<m&imirzitMz.ft%-{kRTf£mtitc=>TyyT- 
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mv^w^y-y^nm^ m^4<D^y7*wtt%£oKmni-%um*7- 

y-ft 

mstDXTy^zifcftLxmfti-z 
[3] ftufe«7cffl y7h<}*T&)\m*y'<iti'Z>ztxhz> 
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[6] W^*A^-*as«»Xtm^ 

^M^Htc^^^-^<Dm^^^xm^bnm^m\nmmm^x^ 
£Kti&M&7tmtfnk&td.mtix^zfrmmm>bm&&^ 
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[9] mtm7tm^n<D^\t, yyv^^rmm^Mt-t^-txh^ 

[10] fufE^^/i^r-^ Il^nyr^^M^, 

[ll] Mlftr^^r-^lt If^^^r-^^^f^jx, 

[12] Jjj(x^^x-*#£7Tmt/^ 
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